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Section 1: Overview

Transend has set up an existing service account that will can be used; however, this opens up a potential
security hole, since anybody who has Transend Migrator with a valid license key and user email address,
will be able to access your data (if they know your credentials) during the period that access has been
granted to that account.

Note: you still have to grant access to Transend’s service account (email
24974064516 @developer.gserviceaccount.com), and as previously noted, this opens up your data to
anybody with Transend Migrator so it is recommended to setup a service account with administrative
rights.

Section 2: Grant access to the Transend Migrator Service Account

1. Open Google Admin Console (https://admin.google.com).

Click Security

& C & admin.google.com/ac/home

= Google Admin Q| Search for users, groups or settings

Admin Console

o Starting June 15, Google Meet will move 1o its own settings page. You'll be able to turn Meet on or off for users separately from Google  VIEW SETTINGS >
Hangouts. Learn more
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Scroll down to Advanced Settings

&« =22 O @ admin.google.com/solutionsine net/AdminHome?hl=en#SecuritySettings a &« @ o » a

= Google Admin Q, Search for users, groups, and settings (e.g. verify your domain)

Coment-Aware Access

Google Cloud session control [Beta)

Mdvanced semings

Scroll down and click Manage Domain Wide Delegation.

P 8CCes
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Click Add New.
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2. Copy the following scopes to notepad to create a comma separated single line in notepad:

https://mail.google.com,
https://www.google.com/m8/feeds,
https://www.googleapis.com/auth/admin.directory.resource.calendar,
https://www.googleapis.com/auth/apps.groups.migration,
https://www.googleapis.com/auth/calendar,
https://www.googleapis.com/auth/contacts,
https://www.googleapis.com/auth/drive,
https://www.googleapis.com/auth/gmail.labels,
https://www.googleapis.com/auth/tasks,
https://www.googleapis.com/auth/userinfo.email,
https://www.googleapis.com/auth/userinfo.profile

4 Untitled - Notepad = =

File Edit Format View Help
transend-migrator@transend-migration-199512.1iam.gserviceaccount.com
110628911434110622061

https://mail.google.com,https://www.google.com/m8/feeds,https://www.googleapis.com/auth/admin.directory.resource.calendar,https:/,

3. EnterClient ID: 24974064516.apps.googleusercontent.com
4. Enter Scopes as a single comma separated line:

https://mail.google.com,https://www.google.com/m8/feeds,https://www.googleapis.com/auth
/admin.directory.resource.calendar,https://www.googleapis.com/auth/apps.groups.migration,h
ttps://www.googleapis.com/auth/calendar, https://www.googleapis.com/auth/contacts,https://
www.googleapis.com/auth/drive,https://www.googleapis.com/auth/gmail.labels,https://www.

googleapis.com/auth/tasks,https://www.googleapis.com/auth/userinfo.email,https://www.goo
gleapis.com/auth/userinfo.profile
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5. Click Authorize.

<« (&) & admingoogle.com/ac/owl/domainwidedelegation?hl=en Q % @ o N E

Add a new client ID

Client ID

24974064516.apps.googleusercontent.com

" %
htps://mail.google.com,https://www.google.com/mé

CANCEL  AUTHORIZE

Confirm scopes and Client ID are correctly entered and authorized, click View Details to see

scopes:
&« C & admin.google.com/ac/owl/domainwidedelegation?hl=en Q ¥ o » 06
= Google Admin Q  search for users, groups or settings X Transend Migrator
Domain-wide Delegation Client ID
@ er API clients with Google to enable access to data in Google services like Gmail. You can authorize these registered clients{
Scopes
s hitps:/mall.google.com  https://www.google.com/m8/feeds
https:/www.googleapis.com/auth/admin.directory.resource.calem
httpsz//www.googleapis.com/auth/apps.groups.migration
hitps://www.googleapls.com/auth/calendar
Transend Migrato 24974064516 apps.googleusercont https:/mail.google.com  https:/www.google.com/m8/feeds  +9 More e A
Transend Migrator 11002891143411002206 hitps://mail. google.com https:/www.google.com/m8/feeds  +3 More hitps://www.googleapis.com/auth/drive

hitps://www.googieapis.com/auth/gmail labels

https://www.googleapis.com/auth/tasks

https://www. s .email

https://www.googleapis.com/auth/userinfo.profile

EDIT

Leave the Optional Service Account and Optional Private Key fields blank to use the Transend
Service Account. There is no further configuration required in Transend Migrator to enable for
Transend Service Account.

Page 4 of 8



Granting Access - Transend Service Account
Technical Reference Guide

Section 3: Confirm Service Account access in Transend Migrator

Confirm the Transend Google Service Account has proper access in Transend Migrator.
Confirm Service Account in the Source

Notes:
=  Gmail IMAP (service account) will migrate email only (via the IMAP protocol)
= G Suite/Google Apps (service account) will migrate all data types via the Google API
) Transend Migrator 12 - C\ProgramData\Transend\GoogleIMAP.tmd - b
File Migration Options Batch Migration View Edit License Help

Z’j} E-Mail ! Address Book @31 Calendar Task/To Do
A =
Advanced Options...l E-Mail Conﬁgurat:ion [ Enable Migration :‘\-

Source e Target e
From: |Gmai| IMAP (service acct) j To:

What system should I choose? What system should I choose?
Gmail IMAP Server:
|imap.gmai|.com;993 Ll
Google Email Address:
|gongleZ@isqutinnsinc.net

Optional Service Acct Email:

Optional Private Key File:

=~
Eolders... I (All folders selected by default)

Start Single Migration... Start Batch Migration...

= Input your appropriate service account credentials
= Click Folders > Load from Source to test your connection:
If your folders display, you have correctly configured your Google Service Account.
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0D Transend Migrator - Migration Options

I Email Folders Contact Folders | Calendar Folders| Task Foldersl Folder Exclude Listl Folder Mapping | Address Translation | Batch Mode Data |

Emai Folder Convert List
(If no folders displayed, all folders convert. Displayed folders convert only if checked. Right click for options.)

Cabinet
Documents
INBOX

Inbox (migrated)
[Gmaill//Drafts
[Gmail]//Sent Mail
[Gmail]//Spam
[Gmail)//Trash

=
3

]
EE
®
=]

Clear Data

Reminder: Click Clear Data to migrate ALL folders

Dy Transend Migrator - Migration Options

| Email Folders Contact Foldersl Calendar Foldersl Task Foldersl Folder Exclude Listl Folder Mapping | Address Translation | Batch Mode Data |

Emai Folder Convert List
(If no folders displayed, all folders convert. Displayed folders convert only if checked. Right click for options.)

Load from Source — e |
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Confirm Service Account in the Target

Notes:
=  Gmail IMAP (service account) will migrate email only (via the IMAP protocol)
= G Suite/Google Apps (service account) will migrate all data types via the Google API

® |nput your appropriate service account credentials
= Click Test Logon

A Transend Migrator 12 - C:\\ProgramData\Transend\GoogleIMAP.tmd - O

File Migration Options Batch Migration View Edit License Help

& i
=3 E'M | i s
: ai ! Address Book \E‘ ) Calendar Task/To Do

\/
Advanced Options...I E-Mail Configuration I~ Enable Migration i P
Source e Target o
From: IPIease select... j To: IGmaiI IMAP (service acct) :]
What system should I choose? What system should I choose?
Gmail IMAP Server:
|imap.gmail.com;993 .lI

Google Email Address:
IgoogleZ@isqutionsinc.net

Optional Service Acct Email:

Optional Private Key File:

Transend Migrator 12

Start Single Mig
Logon to target system was successful, see master log file for details

ILicensed To: Laurie Jones/TM 12 for 11 users

OR
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FAy Transend Migrator 12 - C:\ProgramData\Transend\GoogleAPl.tmd - O
I File Migration Options Batch Migration View Edit License Help

@ E-Mail ! Address Book @ Calendar

Advanced Options...| E-Mail Configuration ™ Enable Migration Ny
~Source e Target o
From: IPIease select... _"] To: IG Suite/Google Apps (service acct) _"I
What system should I choose? What system should I choose?
Google Email Address:
|google2@isolutionsinc.net ~|

Optional Service Acct Email:

Optional Private Key File:

Transend Migrator 12

ﬁ Logon to target system was successful, see master log file for details
Start Single Mi

Licensed To: \Laurie Jones/TM 12 for 11 users |

Last Updated: July 2020

Page 8 of 8



